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Privacy notice Microsoft teams 
 

Your privacy is very important to us at Umicore and its affiliates, (hereinafter also "we" and/or "us" 
and/or "Umicore"). To better protect your privacy we provide this notice ("Privacy Notice") 
explaining our information practices and the choices you can make about the way your information 
is collected and used. To make this notice easy to find, we make it available on our homepage 
and at every point where personal data may be requested. 
 
We strongly urge you read this notice and make sure you fully understand our practices in relation 
to personal data, before you access or use any of our services. Where you have read this notice 
but would like further clarification, please contact us at data_protection@umicore.com. 
 

 

The purpose of this Privacy Notice is to provide you with clear explanation of what personal data 
we collect, when, why and how we collect, use and share your personal data and it explains your 
statutory rights in connection with the use of “Microsoft Teams”. This Privacy Notice is not 
intended to override the terms of any contract you have with us, nor any rights you might have 
under applicable data privacy laws. 

To the extent that Microsoft uses or otherwise processes personal data subject to the GDPR for 
business activities that are initiated by the provision of the products and services, Microsoft will 
fulfil the obligations of an independent data controller under the GDPR for this use. Microsoft 
will then assume the additional obligations of a "data controller" under the GDPR for such 
processing. 
 

 

Umicore and its affiliates process some of your personal data and ensure that your personal data 
is safely processed and in compliance with applicable data protection laws. 
 
We base the processing of your personal data on: 

- The performance of the employment contract 
- Legitimate interest to effectively conduct online meetings 
- For the recording or transcription of online meetings, you will be informed about this in 

advance and – if necessary – consent will be asked. You will also be able to withdraw 
your consent at any time. This withdrawal however, does not impact the lawfulness of 
processing before the withdrawal of consent. 

 
 

We process personal data that we receive from you in the context of your use of ‘Microsoft 
Teams’ and ‘Microsoft Teams Premium’ for conference calls, online meetings, video 
conferencing and/or webinars (hereinafter: ‘online meetings’). ‘Microsoft Teams’ and ‘Microsoft 
Teams Premium’ are services of Microsoft Corporation, which is based in the United States. 
 
Microsoft Teams Premium integrates AI features to increase the efficiency of meetings. The 
data processing in this context serves the following purposes: 

mailto:data_protection@umicore.com


 
 

 
 2/5 

 

• Intelligent summaries: AI automatically generates meeting notes, suggests tasks and 
highlights important points. This makes it easier for participants to grasp the 
essential information, even if they were not present. 

• Live translations: During meetings, subtitles are translated in real time into up to 40 
languages to improve communication between participants from different language 
areas. 

• Personalised meeting experiences: Companies can brand meetings with their own 
branding, including logos and colours, to ensure a consistent look and feel. 

• Enhanced meeting protection: Features such as watermarks and restricted recording 
permissions help to ensure the confidentiality of sensitive information. 
 

This data is processed in strict compliance with Microsoft's data protection and security policies. 
Customer data is not used to train AI models, and all information remains within established 
compliance boundaries. 
    Note: If you access the "Microsoft Teams" website, the provider is responsible for data 
processing. Calling up the website is only necessary to download the "Microsoft Teams" 
software. 
    If you do not want to or cannot use the "Microsoft Teams" app, you can also use "Microsoft 
Teams" via your browser. The service is then also provided via the "Microsoft Teams" website. 
    For more information about how Microsoft handles personal data, please refer to the privacy 
policy of Microsoft. 
 

 

Umicore’s primary source of personal data is the data provided directly by you. 
 

 

When using "Microsoft Teams", different types of data are processed. The scope of the data 
also depends on the information you provide before or during participation in an "online 
meeting". 
 

• User details: e.g. display name, e-mail address (if applicable), profile picture (optional), 
preferred language 

• Meeting metadata: e.g. date, time, meeting ID, phone numbers, location 
• Text, audio and video data: You may be able to use the chat function in an "online 

meeting". In this respect, the text entries you make will be processed in order to display 
them in the "online meeting". In order to enable the display of video and the playback of 
audio, the data from the microphone of your terminal device and from any video camera 
of the terminal device will be processed for the duration of the meeting. You can turn off 
or mute the camera or microphone yourself at any time using the "Microsoft Teams" 
applications. 

 

Within the Umicore Group, your personal data can and may be accessed on a need-to-know 
basis, only by those which are authorized and only to the extent that is necessary to fulfil the 
purposes mentioned under “3. Why do we collect your personal data?”. Access to your data will 
be limited to the purposes for which the data is needed. 

https://learn.microsoft.com/en-us/microsoftteams/teams-privacy
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Your personal data may also be accessed by third parties who we engage to provide certain 
support services. These third parties will only have access to your data for the above-mentioned 
purposes and will always carry out their tasks on our behalf and on our instructions. Your personal 
data will only be disclosed to these parties to the extent necessary to provide the required 
services. 
 
We may share your personal data with competent national authorities in order to comply with a 
legal obligation to which we are subject. This is for example the case in the framework of imminent 
or pending legal proceedings and for social security purposes. 

Where permitted by local data protection laws, Umicore may disclose or otherwise allow third 
parties access to your personal data when necessary for the establishment, exercise or defense 
of legal claims or to otherwise enforce our rights, protect our property or the rights, property or 
safety of others, or as needed to support external audit, compliance and corporate governance 
functions. 

We may disclose any personal data or other information obtained from or about you, to third 
parties in connection with a merger, acquisition, bankruptcy or sale of all or substantially all 
of our assets, to the extent that this is necessary for the process. 

 

We may transfer your personal data to entities located in countries outside of the EEA, which do 
not offer an adequate level of protection of personal data. We will take appropriate steps to ensure 
that transfers of personal data are in accordance with applicable law and carefully managed to 
protect your privacy rights and interests and transfers are limited to countries which are 
recognized as providing an adequate level of legal protection or where we, subject to an 
appropriate (risk) assessment, can be satisfied that alternative arrangements are in place to 
protect your privacy rights. 
 

 

We generally delete personal data when there is no need for further storage. A 
requirement may exist in particular if the data is still required in order to fulfil contractual 
services and to be able to check and grant or defend against warranty and guarantee claims. In 
the case of existing statutory retention obligations, deletion will only be considered after the 
respective retention obligation has expired. 
 
As soon as the storage of the data is no longer required for the aforementioned storage 
purposes or if you withdraw your consent, your data will be deleted. 
 

 

Considering the state of the art, the costs of implementation and the context, purpose and risk of 
the processing of your personal data Umicore uses a variety of technical and organizational 
methods to secure your personal data in accordance with the applicable laws. 
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Umicore is committed to protecting the security of the personal data you share with us. In support 
of this commitment, we have implemented appropriate technical, physical and organizational 
measures to protect your personal data (including sensitive personal data) against: 

• unauthorized or accidental destruction, use, alteration and/or disclosure;  
• theft and accidental loss; and/or unauthorized access;  
• misuse;  
• damage;  
• and/or any other form of unauthorized processing. 

 

You may have the right to access, modify, erase, request the restriction or oppose the processing 
of your personal information or request the portability of the personal data you contributed, without 
any expenses and at any moment, and you may request from us to erase your personal data on 
your behalf.  

Where the collection and processing of your personal data are based on your consent, you have 
the right to withdraw your consent with respect to our use of your personal data. 

You have the right to lodge a complaint with your local supervisory authority for data protection. 

You can contact us to exercise your rights by sending an email to data_protection@umicore.com.  

We may ask you for additional information to confirm your identity and for security purposes, 
before disclosing the personal data requested to you. We reserve the right to charge a fee where 
permitted by law, for instance if your request is manifestly unfounded or excessive. 

 

If you have any questions regarding the processing of your personal data or if you believe your 
privacy rights have been violated, please contact Umicore’s Data Protection Office via 
data_protection@umicore.com. 

As UMICORE NV is located in Brussels, we consider the Belgian Supervisory Authority as the 
lead authority in case of complaints:  

Autorité de la protection des données - Gegevensbeschermingsautoriteit (APD-GBA) 
Rue de la Presse 35 – Drukpersstraat 35 
1000 Bruxelles - Brussel 
Tel. +32 2 274 48 00 
Fax +32 2 274 48 35 
Email: contact@apd-gba.be 

 

However, you have the right to contact your local Supervisory Authority. You can find the contact 
details via this link  

 

We may update and change this privacy policy from time to time, to keep it up to date with legal 
requirements and the way we operate our business. Any changes to this Policy will become 
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effective when we make the revised Policy available through the website. Please regularly check 
these pages for the latest version of this Privacy Policy. 

This Privacy Statement was last updated and reviewed on October 23, 2025. 
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